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Abstract 
Research on computer system resilience, indeed on 
dependability and security generally, suffers from 
fragmentation into numerous partly-overlapping 
communities, and inconsistencies in terminology. As a 
partial response to this situation, we report on the 
development and use of a Resilience Knowledge Base 
(RKB) which currently contains over 60 million 
information items drawn from publication repositories 
and funding agencies worldwide. 
We describe the RKB technology, showing how it 
can support exploration of the research space using 
semantic web techniques to ameliorate difficulties 
caused by differences in terminology. We discuss the 
potential for the RKB to support Resilience-Explicit 
Computing, in which the decision to select a tool or 
configure a component from among alternatives is 
supported using metadata-based mechanism 
descriptions. The RKB Explorer can identify indirect 
but potentially significant inter-relationships not only 
between people, publications and projects, but also 
between these and information about tools, 
components and training materials. 
1. Introduction 
One of the principal motivations for the work 
described in this paper was a concern for the rather 
incoherent and fragmented nature of research on 
system, especially computer system, dependability and 
security. This is exemplified by the numerous partially-
overlapping research communities, and the frequent 
use in these various communities of the same term for 
various subtly, or even significantly, different 
concepts, and also of multiple different terms for 
essentially the same concept, e.g. dependability and 
trustworthiness, resilience and fault tolerance, etc. 
Such concerns are not new. Indeed they are one of the 
motivations for the efforts that the IEEE and IFIP 
communities have expended over the years in 
developing and promoting a detailed taxonomy of 
dependability concepts[1,2]. 
We realised that the limited impact of these efforts 
might be usefully addressed via the EU IST 
Programme’s Network of Excellence (NoE) scheme 
which is intended to help with the integration of 
research. A number of research groups working in the 
dependability and security domains, specifically on 
issues of fault tolerance (with respect to both 
accidental and malicious faults), therefore sought and 
obtained support, for an NoE entitled “Resilience for 
Survivability in IST” (ReSIST)[3]. 
The Network’s principal objective is “Integration of 
teams of researchers so that the fundamental topics 
concerning scalably resilient ubiquitous systems are 
addressed by a critical mass of co-operative, multi-
disciplinary research.” In planning ReSIST we went 
beyond the obvious coordination mechanisms 
(workshops, exchange of staff, mailing lists, wikis, 
website of manually-collected and classified collection 
of links to relevant information, etc.) in several ways, 
one of which was – taking advantage of the earlier 
work on a dependability taxonomy – the development 
of a fully-practical Semantic Web “Integrated 
Knowledge Base” (IKB) to support research in 
resilience. Such a knowledge base could be valuable to 
the resilience-related research communities, and might 
also help to reduce their terminology-related 
communication problems, and perhaps be more 
effective in this regard than explanatory papers about 
dependability and security concepts and terminology 
have been. 
The result has been the creation of a 60-million item 
public Resilience Knowledge Base (RKB), and in 
particular the RKB Explorer, its main user interface, 
through which the knowledge base can be used to find 
information about people, publications, projects, 
research areas, organisations and dependability topics, 
and to learn about their perhaps indirect but 
nevertheless potentially significant inter-relationships. 
Figure 1 shows some of what the RKB Explorer can 
reveal when it is used to display information about an 
individual. Our example is Karama Kanoun of LAAS, 
the co-director of ReSIST. The RKB Explorer shows 
the names of twenty other individuals that the RKB has 
identified as most closely connected to her, together 
with fifty of her publications, and various projects, 
courseware and resilience mechanism descriptions, 
contact data, etc. (This information has been gathered 
and merged, allowing for variations in spelling, etc., 
from nine different repositories.) All this information is 
in the form of active links, so that one can readily 
navigate the RKB, finding further information about 
related projects, publications, people etc. 
The other novel coordination activity that was 
undertaken in ReSIST was an exploration of the idea of 
Resilience-Explicit (Res-Ex) Computing, an approach 
to the design of software construction tools and 
software components that involves the provision and 
exploitation of metadata about tool and component 
resilience properties. We saw that even such an initial 
exploration had the prospect of motivating and 
assisting ReSIST’s various research groups to 
document and clarify the respective merits and 
limitations of their various resilience research 
objectives and results, and hence to facilitate future 
research cooperation. 
Section 2 provides brief details of the pre-existing 
technical background to the work described in this 
paper, whose main sections describe the RKB and 
RKB Explorer (Section 3), and how the RKB can 
support Resilience-Explicit Computing (Section 4). 
Evaluation of the RKB is discussed in Section 5. 
A further aim of the paper, the subject of Section 6, 
is to discuss, albeit briefly, interesting dependability 
and security challenges and opportunities that we 
became aware of as a result of building a large 
integrated knowledge base, not as an isolated closed 
resource, but as an open public contribution to the 
worldwide Semantic Web goal. These challenges and 
opportunities are ones that, given the current levels of 
interest and investment in the Semantic Web, strongly 
merit the attention of the DSN community. 
A concluding section reflects on our original aims, 
attempts an assessment of what we have achieved, and 
outlines some promising possible further activities 
building on our work to date. 
2. Our starting points 
The RKB design and implementation exploits 
knowledge base technology developed by the 
Interdisciplinary Research Collaboration (IRC) on 
 
 
 
 
Figure 1. Screenshot of the RKB Explorer Interface 
Advanced Knowledge Technologies (AKT)[4]. The 
AKT research resulted in, amongst other tools and 
systems, a full-scale prototype knowledge base system 
called CS AKTive Space[5] that, in 2003, won the first 
Semantic Web Challenge[6]. CS AKTive Space 
incorporated a large amount of information relating to 
academic research in computer science within the UK. 
This information was held in a “triplestore”, in which 
triples are basic information entities of the form 
“subject-predicate-object” represented using Universal 
Resource Identifiers (URIs – the standardized method 
of identifying and locating resources anywhere on the 
Internet). In total about 10 million triples were 
collected, from a range of sources. 
The RKB is a descendent of CS AKTive Space, but 
widened in scope from a UK emphasis to European 
and worldwide research, and focussed on “resilience” 
rather than computer science as a whole. The RKB has 
thus cast its net much more widely than CS AKTive 
Space, capturing data from world-wide academic 
publication repositories, and European and American 
research funding agencies. This involved much larger 
datasets, and presented more challenges regarding their 
interoperation and alignment (Sections 3.3 and 3.4). 
The RKB Explorer is a new application built to help 
the user discover related resources in the dependability 
and security domains. In order to develop the Explorer, 
detailed domain-specific modelling was required 
augmenting the basic AKT ontologies covering general 
scientific endeavour with dependability and security 
topics gathered from taxonomic papers and project 
partners, and by processing documents. 
The RKB was originally focussed on information 
about research projects, researchers and their 
publications, but was extended to encompass 
information about software tools and components so as 
to support “resilience-explicit” (Res-Ex) computing, a 
development of the “dependability-explicit 
computing”[10] which constituted the second major 
starting point of the work described here. Current 
development methods rarely treat resilience-related 
information explicitly, making it difficult to predict 
system-level resilience and identify weaknesses. By 
contrast, in a Res-Ex approach, resilience-related 
properties of tools and components are stated explicitly 
in the form of metadata published by components 
themselves, or by observers. Such metadata can be 
used at design-time to inform the choice of design 
patterns and development tools, or at run-time to tune 
or (re)configure, maintaining resilience[7]. 
Members of the ReSIST network have developed 
ontologies to encompass the concepts required for the 
RKB to support both Res-Ex computing and the 
capture of data relating to courseware materials. In 
addition, lexical analyses and natural language 
processing techniques have been employed to identify 
key terms and a thesaurus of synonyms within the 
target domain. As mentioned in Section 2, these 
additional modelling capabilities allow the RKB 
Explorer to identify relationships between not only 
people, publications and projects, but also resilience-
explicit mechanisms and courseware. A possible 
scenario is therefore that of a user identifying a 
resilience component of interest and then being led 
directly to researchers, research publications, and 
courseware that the RKB had determined (completely 
automatically) were likely to be of direct relevance to 
this component. 
3. The Resilience Knowledge Base (RKB) 
The development of the RKB and RKB Explorer is 
an iterative and ongoing process, involving 
collaboration among network members as required to 
support specific needs, performance and scalability 
enhancements, and other usability improvements 
throughout the system[8,9]. 
The overall structure of the RKB (Figure 2) has 
components that provide services to users and software 
agents (the RKB Explorer and other interfaces), 
middleware to provide an appropriate interface to the 
system software (the triplestores, and Consistent 
Reference Service (CRS) repositories that coalesce 
variant references – see Section 3.4), and auxiliary 
back-end processes that acquire data, re-format it, and 
perform analysis to improve it. 
Before discussing the RKB infrastructure, we 
present an overview of the facilities offered by the 
main RKB Explorer interface. 
 
 
Figure 2. RKB Structure 
3.1. The RKB Explorer 
Expanding on the brief details given in Section 2, 
the RKB Explorer (which is available at 
http://www.rkbexplorer.com/explorer/) provides a 
single window interface in the form of a faceted 
browser, the facets corresponding to various concept 
types (person, publication, project, organization, 
courseware, research area or resilience mechanism). 
The upper left hand (diagrammatic) pane within the 
browser window shows a chosen concept together with 
other concepts of the same type that the system has 
dynamically identified as being related to it, with the 
weight of the linking lines giving a visual ranking of 
the strength of the relationships. Figure 1 illustrates the 
People facet, and is currently focussed on Karama 
Kanoun, showing who the RKB has identified as being 
most strongly connected to her, i.e. as forming her 
Community of Practice (CoP), in its upper left hand 
pane. In the other facets of the browser, one can 
instead view similar diagrams showing CoPs for other 
concept types, e.g. a set of related publications or a set 
of related projects. The browser automatically switches 
between facets as appropriate, as the user explores the 
contents of the RKB, for example moving from 
looking at a person to one of that person’s publications, 
or to a project with which the person is associated. 
The concepts that the RKB has identified as 
belonging to a given CoP are reported by the RKB, 
taking into account the relative weights that have been 
given to various pre-defined ontological relationships, 
e.g. concerning paper authorship, project membership, 
etc., and the number of instances of such relationships 
that have been discovered. Clicking on a concept in the 
CoP diagram will show details about this concept in 
the right hand pane, while double-clicking will add the 
new concept’s CoP to the diagram. This will, for 
example, allow a user to see how several different 
people are connected, and identify other people who 
provide linkage between them – thus double-clicking 
on the Jean-Claude Laprie node in Kanoun’s CoP 
diagram will add his CoP to the diagram (Figure 3). 
This enables the user to see that, as well as being 
directly connected (e.g. through co-membership of 
ReSIST), they are also indirectly connected via, for 
example, Jean Arlat and Jean-Charles Fabre, in fact 
through instances of publication co-authorship. (The 
display provides means for adjusting and resizing the 
diagram, as desired, to improve its layout and 
readability.) 
 
Figure 3. Linked CoPs 
In Figure 1, the four panes in the lower half of the 
display show lists of the people, research areas, 
publications and projects related to Kanoun. The 
entries in these lists are also identified by ontologically 
informed CoP algorithms and are ranked by decreasing 
relevance. Thus the lower left-hand pane shows people, 
in fact those that are already portrayed in Kanoun’s 
CoP diagram, while the lower right-hand pane gives a 
list of the projects to which she has been found to be 
related. Clicking on one of the concepts listed in one of 
these lower panes causes the focus of the RKB 
Explorer to change to that concept, and the browser 
window facet to change if necessary to that concept 
type. 
The relevance determined by the system for each 
type of concept depends on the structure of the 
ontology for each type, and the weights that have been 
chosen for each relation, which are being adjusted as 
we evaluate and refine the system. For example, for 
projects, common investigators are considered of 
particular importance; common associated papers of 
some importance; and being funded under the same 
initiative of less importance. 
Each concept listed in an RKB Explorer window is 
an active link to more information elsewhere in the 
RKB about that concept, so users can explore the RKB 
investigating relationships, backing up when they so 
wish. The first prototype version of the RKB Explorer 
left some users wondering why it inferred the existence 
of, and how it chose to rank, a given relationship. 
Therefore now, for each item in the columns of related 
resources found in the lower half of the display, the 
RKB Explorer provides a question mark icon which 
enables users to see ‘why’ an item has been deemed to 
be relevant to the currently focussed resource. Clicking 
on a ‘why’ icon opens a new window detailing the 
relationships that have been used within the CoP 
calculations to relate the two resources (Figure 4). For 
example, by such means one can find that the RKB has 
identified that Marc Dacier and Yves Deswarte have 
co-authored sixteen (named) publications, are both 
affiliated to the same two (named) organizations, and 
are both members of the three (named) projects. Again, 
these publication, project and organization names are 
active links via which more information can be sought. 
 
 
Figure 4: Why Marc Dacier and Yves Deswarte 
are deemed to be connected 
Finally, there is a facet of the browser which 
substitutes a simple search box for the CoP diagram in 
the top left pane. The results of a search, for a given 
text string, are reported in each of the lower panes of 
the window. Thus, for example, the user will be 
informed, separately, of any people’s names, and of 
any publication titles, that contain the given string, and 
provided with some simple statistics about the search 
in the top right hand (“Detail”) pane. 
3.2. Choice of sources of the RKB 
The quality of the output from a system such as the 
RKB depends very much on the choice and quality of 
the inputs. Firstly, as stated above, the range of sources 
was deliberately kept wide, to facilitate discovery of 
documents and information that might not be found in 
the more obvious places. This policy is intended to 
help to make the RKB interesting to even the most 
well-informed (in terms of resilience) user, as they may 
find material of which they were not previously aware. 
We consider that this is a particularly appropriate 
strategy for a knowledge base on resilience, as the 
subject embraces almost every technology domain, its 
applications and beyond, and so relevant material can 
be found in the most unexpected places. Secondly, the 
sources were kept as neutral as possible, so that users 
can have some confidence that the RKB tries to avoid 
bias, in terms of nationality, subject, institution, etc. 
Not all data sources are easily available, so 
compromises must be made to balance acquisition cost 
against value. For example, much effort was put into 
acquiring data from the EU Community Research and 
Development Information Service (CORDIS), given 
the European focus of our initial data set. Project data 
from the National Science Foundation (NSF) was 
easily available and so acquired with little effort. Other 
sources, e.g. from the funding agencies of individual 
EU member states, have not yet been acquired, as the 
cost/benefit trade-off is considered poor. 
The vast majority of the information that the RKB 
makes available has been gathered, or is gathered 
dynamically, from pre-existing information 
repositories. The aim has been to minimise the amount 
of specific data gathering whenever there is a chance of 
obtaining equivalent data from a suitable well-curated 
large information source. For example, no attempt has 
been made to obtain information on their publications 
directly from individual researchers within ReSIST. 
Instead the following major sources have been used in 
their entirety: project and personnel information from 
CORDIS and NSF; publication data from the DBLP 
Computer Science Bibliography, CiteSeer, the ACM; 
and selected dependability and security conferences 
from IEEE Xplore. Organisations affiliated with 
ReSIST have also been invited to feed project, 
personnel and publication data from their repositories; 
however, this forms only a small proportion of the 
overall dataset used by the RKB Explorer. 
A first prototype of the RKB gathered all this 
information into a single triplestore, but the current 
production version keeps the information from separate 
information providers in separate triplestores. Each of 
these repositories publishes the data held within it in a 
manner compliant with the Open Linking Data best 
practices[11], enabling interoperation between a 
variety of Semantic Web applications. In fact, 
repositories can be held on separate machines, 
potentially making use of, or being used by, other 
information resources and applications available 
elsewhere in the Semantic Web. 
Approximately sixty million triples of information 
have been gathered so far, the majority from the large 
publication and project repositories. However, about 
two million triples have been obtained, (i) from the 18 
member institutions of ReSIST, mainly from their 
web-sites, (ii) from individual researchers within 
ReSIST who were asked to provide (using a tick-box 
form produced from the resilience ontology 
incorporated within the RKB) an indication of their 
particular research interests, and (iii) on resilience tools 
and components, and on resilience-related curricula, 
which were being compiled by other parts of the 
ReSIST project. The main rkbexplorer.com website 
lists all of the available repositories, each of which is 
available for public access at 
http://<repository>.rkbexplorer.com/ 
3.3. Heterogeneity, metadata and ontology 
issues 
Within the RKB Explorer, we combine data from 
numerous sources, each with their own data format. 
More often than not, we have acquired information 
which was not previously represented in a semantic 
form. Hence, to assist with the interoperation of these 
data sources, we have utilised several common 
ontologies to prescribe domain concepts and 
relationships in a homogeneous fashion. 
A significant output of the AKT project was the 
formation of an ontology which encapsulates general 
aspects of academic and scientific endeavour, 
permitting the description of people, organisations, 
activities and a variety of publication types. Having 
been well proven in CS AKTive Space and other AKT 
activities, we have chosen to use this ontology once 
again as the core modelling structure. However, this 
allows us to describe only generic features, rather than 
representing the desired properties and concepts 
prevalent in the Dependability and Security domains. 
Unfortunately, there were no ontologies available with 
these characteristics, hence work has been undertaken 
within ReSIST to define such a resource. 
Dependability and Security Ontology 
Within the RKB Explorer there is a clear need to be 
able to identify and relate concepts regarding all 
aspects of Resilient Systems. 
The most common classificatory metadata in the 
computer science field is that defined by the ACM 
Computing Reviews (CR). All ACM journal and 
conference publications make use of this set of index 
terms. Unfortunately, dependability is rather badly 
treated in this classification hierarchy. Dependability-
related terms were not included originally. They have 
since been added in to many branches of the existing 
classification, but little attempt has been made to 
provide a coherent classification of dependability 
concepts per se, independently of particular application 
domains and technologies. Similar concerns apply to 
the ACM CR treatment of security. 
Our first attempt at providing an ontology of the 
dependability and security research domain was based 
directly on the paper “Basic Concepts and Taxonomy 
of Dependable and Secure Computing”[1]. We 
augmented the concepts from this taxonomy by an 
indication of correspondences – where they could be 
recognised – between terms in the taxonomy and those 
in the ACM CR classification. This ontology was used 
to produce a check-box form that ReSIST members 
used to describe their own dependability and security 
research interests. 
Lack of Dependability and Security Metadata 
Worse than the treatment of dependability and 
security in the CR classification is the fact that the 
majority of dependability and security research 
publications appear in IEEE-sponsored publications, 
rather than those of the ACM, and that such IEEE 
publications rarely use any controlled set of 
classificatory metadata. Thus although we could get 
good factual information from IEEE and sources such 
as DBLP, e.g. regarding authors, paper titles, etc., we 
could not easily relate such information, on grounds of 
dependability or security concepts, to other papers, 
people or projects. 
To help alleviate this problem, we called upon 
specialist expertise from members of ReSIST and IAI 
at Saarland University, in the fields of Linguistics and 
Natural Language Processing. Linguistic and statistical 
analysis has been performed on the entire body of 
DSN, FTCS and selected Oakland conference papers, 
to identify key terms and phrases which are significant 
to the content of each paper. These are then compared 
within a feature-vector space, enabling a ‘distance’ or 
measure of relatedness to be identified between 
arbitrary papers. Experimentation has shown that using 
just the abstracts rather than full text is similarly 
successful, yet incurs significantly less processing. For 
each paper in DSN, FTCS and Oakland, the top 20 
related papers have been identified (by abstract 
contents) and properties asserted into the RKB 
identifying pairs of papers as being ‘related’, ‘strongly 
related’ or ‘very strongly related’ if their distance 
measure exceeds specific thresholds. 
This still does not explicitly identify which concepts 
a paper is concerned with, rather that a given paper is 
related to others. Further work is ongoing in this 
respect, in an effort to build an automatic classifier for 
papers in these domains. The check-box form interface 
has been used by project members to manually classify 
a subset of the papers, against both the ReSIST and 
ACM ontology concepts, so that, as well as indicating 
which dependability and security terms were most 
relevant, one could also add appropriate information 
from ACM about the particular technology, application 
or domain the paper concerned. This is now being used 
as a training set in the production of a classifier, 
capable of returning a set of ontological concepts based 
on analysis of the text. This work is ongoing and 
results are yet to be evaluated. 
3.4. Co-reference Issues 
In a knowledge base such as the RKB, when 
datasets are combined, the URIs from different sources 
must be processed to determine if they in fact refer to 
the same real world entities. In the RKB prototype[8] 
we had deployed tools that performed this “co-
reference” analysis. The most important and disturbing 
lesson learnt from the prototype was that, although the 
tools were effective, the data they were working on 
was far worse than expected. 
The DBLP developers, in particular, have evidently 
worked hard trying to ensure that each person is only 
the subject of one record, and that each person has a 
record of their own, in DBLP. When a human browses 
DBLP, they find this is largely true, and are able to 
discount the cases where mistakes have been made. 
Unfortunately, when the DBLP data is aggregated with 
other sources, the network effect which is being 
created can cause errors to be more significant and 
pervasive. For example, we found that the RKB 
Explorer was showing a particular CORDIS project as 
being related to some NSF projects without apparent 
reason. Further investigation showed the cause: “Tom 
Anderson” was named as investigator on both. It was 
clear to a human researcher that these were different 
“Tom Anderson”s, but unfortunately DBLP had joined 
the publications from the two individuals as if they 
were one (a single URI for both), and so the RKB had 
no means of differentiating them. The analysis reported 
in Jaffri et al.[12] suggests that such false positives are 
a widespread problem in DBLP, and that there is a 
90% probability that a person with a common name 
will have been conflated with others of the same name. 
(Anecdotal evidence is emerging of similar problems 
with Web of Science[13].) We therefore re-engineered 
the RKB to generate a new URI for each author name 
on each paper, so that the RKB can take on the task of 
doing the entire co-reference resolution, ignoring 
earlier co-referencing judgements in, for example, 
DBLP. Such a “cold start” co-reference activity was 
different from the incremental system then available, 
so a new Consistent Reference Service (CRS) was built 
and has become a crucial part of the overall system. 
The CRS, which is described in more detail in[12], 
is a service that takes a URI and delivers the set of 
URIs it considers to be equivalent. Since the RKB has 
a distributed architecture and must be scalable, there 
are multiple CRSs, usually one per KB dealing with 
the URIs for that KB. The middleware queries those 
CRSs that it needs until it reaches the point of the full 
equivalence class (or earlier if it so chooses). All this is 
achieved without generating a new authoritative URI, 
which would just exacerbate the co-reference problem. 
An example of what has been achieved concerns the 
knowledge the system has for Brian Randell (or more 
accurately any of the corresponding URIs, as the string 
“Brian Randell” has little semantic accuracy, which is 
the nub of the problem). The RKB’s co-referencing 
analysis determines that 53 of the 58 URIs that it has 
for Brian Randell, B. Randell, B. Randall, etc. (which 
come from 15 different repositories) can confidently be 
assumed to refer to the same person. 
4. Support for Res-Ex Computing 
As indicated in Section 2, a resilience-explicit (Res-
Ex) approach to system development exploits 
information about the resilience-related properties of 
components and infrastructure. This information, 
stated explicitly in the form of metadata, can be used at 
design time to inform selection of design patterns and 
tools, or at run-time to tune or reconfigure. The goal of 
our work is to develop a means of recording 
descriptions of resilience mechanisms that are based on 
metadata and which integrate with the RKB, allowing 
mechanism descriptions to be linked to other resilience 
knowledge through the ontologies and to the research 
and training/education data embedded in the RKB. 
In order to support Res-Ex computing we require 
precise descriptions of metadata and of the 
mechanisms that may be deployed or configured in 
order to meet a resilience target. Potential metadata 
range from a person’s workload in a socio-technical 
system to known failure modes declared in the 
functional specification of a system. Such metadata 
could be perceived by an observer, and could be 
predicted or historical. The metadata could also be 
declared at different levels, such as components, the 
whole system or the user interface. The phrase 
“resilience mechanism” is used very broadly and 
includes design patterns, techniques or tools intended 
to improve system resilience. Examples include fault-
tolerant architectural patterns (e.g. n-version 
programming) and development tools (e.g. robustness 
testing tools). 
Thus a use case for the Res-Ex support in the RKB 
might be a researcher wishing to compare alternative 
consensus protocols, finding the metadata-based 
descriptions on which to base a comparative study and 
setting up experimental or theoretical evaluations. The 
resilience mechanism descriptions may be combined 
with metadata to permit analysis of the consequences 
of a particular selection or configuration. Through 
links to the other parts of the RKB, the researcher may 
identify the people, publications and projects that are 
directly or indirectly linked to the protocols under 
study. 
The Res-Ex Ontology 
The RKB has been extended with a Res-Ex 
ontology that underpins an interface for entering 
resilience mechanism descriptions and metadata via a 
questionnaire. The ontology, given in OWL, defines 
the semantics of and relationships between resilience-
related concepts, allowing meaningful comparisons to 
be made between mechanisms and allowing machine 
interpretation and manipulation of the metadata. This 
latter point is important for dynamic reconfiguration, a 
target application of the Res-Ex approach, where 
decisions governing selection and configuration of 
mechanisms may be, at least in part, automated. 
The Res-Ex ontology makes use of concepts, 
properties and instances already existing in the RKB 
wherever possible. For example, the main class, 
Resilience Mechanism, is a subclass of the AKT 
Technology class. The Res-Ex ontology also uses the 
AKT classes for people, publications, projects and 
technologies as the object of Resilience Mechanism 
properties such as has-associated-project. This means, 
for example, that when a user wishes to associate a 
project with (say, the design or evaluation of) a 
mechanism, they can select any of the projects already 
in the RKB. The ACM classification ontology is used 
to provide a list of application domains for 
mechanisms. The ReSIST ontology is used to describe 
concepts such as research interests, threats addressed 
by Resilience Mechanisms and their failure modes. 
Once mechanism descriptions have been entered 
using the interface based on the Res-Ex ontology, they 
can be accessed in three ways: a human-readable 
interface intended as the main means of browsing and 
updating descriptions; a tabular view of raw data (the 
Triple Browser) and a direct query mechanism (in the 
SPARQL Query Language for RDF[14]). The 
SPARQL RKB interface is at 
http://resex.rkbexplorer.com/sparql/. 
5. Evaluation of the RKB 
The development of the RKB has included phases 
of review and informal evaluation, both for the core 
functionality on people, projects, publications etc., and 
for the Res-Ex support. A major review took place 
between the release of the single-triplestore prototype 
and that of the full multi-triplestore version[8]. Limited 
resources preclude large-scale controlled studies, but 
user trials that examine results as presented can 
provide coarse, subjective assessments of whether the 
system is behaving with reasonable face validity. 
We asked a sample of network members from 
across ReSIST to experiment with using the interface, 
to find themselves and their colleagues, and to 
investigate an area with which they were not familiar, 
as well as their own area of expertise. Feedback was 
positive but several requests and queries led to 
revisions between the prototype and deployed version. 
Some data appeared incorrect, predominantly because 
of coreference resolution, leading us to extend our 
coreference analysis techniques. Another common 
concern was uncertainty as to the reasoning behind 
connections between individuals, leading to the 
development of the ‘why’ functionality discussed in 
Section 3.1. We noted that the Semantic Web is 
generally weak at dealing with temporal data. For 
example, while projects, conferences and journals may 
have well defined start, end and publication dates, 
there is no explicit notion of when a person may have 
changed their place of work. There are often no 
reliable means of ascertaining which is the ‘correct’ or 
most up-to-date information; hence we present all such 
details to the user. 
Feedback gained during user trials suggest that the 
quality of data within the RKB is believed to be better 
than the individual sources alone, and offers significant 
benefits of identifying useful relationships over naïve 
repositories or statistical approaches such as Google 
Scholar. Where one might have thought that the 
effectiveness or trustworthiness of the RKB is limited 
by the qualities of the sources being integrated, it 
appears that it can be better, as the analyses it performs 
can mitigate bad data through the synergy of multiple 
data sources. For example, coreference analyses often 
identify misspellings of author names or publication 
titles which would otherwise decrease publication 
counts or lead to disjointed data. 
In our evaluation of the Res-Ex support we asked a 
group of users to capture a broad set of first edition 
mechanism descriptions by means of the prototype 
interface. We endeavoured to include as wide as 
possible a variety of mechanisms, including classical 
architectural mechanisms such as n-version 
programming, dynamic mechanisms such as dynamic 
function allocation and design-time tools such as 
ModelWorks. In the first phase, 15 mechanisms were 
successfully recorded. Contributors noted that 
metadata-based description encouraged them to make a 
careful examination of the mechanism proposed, 
including analytic evaluation and careful thought about 
the failure modes of the mechanism itself. The 
systematic approach taken to mechanism description 
has also exposed limitations of the literature on some 
mechanisms. 
The breadth of the range of mechanisms included in 
the first edition of the Res-Ex support led to a variety 
of challenges addressed by the contributors. A 
common theme was the need to be clear about the 
scope of the mechanism under consideration. This was 
subsequently addressed in guidance to users. The 
existence of the first edition mechanism descriptions is 
itself a help in encouraging and guiding new 
descriptions. 
In future Res-Ex work we will begin to address the 
exploitation of the mechanism and metadata 
descriptions by encouraging the development of 
challenge problems that show how a Res-Ex approach 
may be realised in a variety of applications in e-
Science, critical infrastructures and assistive 
technology. We will extend the collection of 
mechanism descriptions, and improve the descriptions 
already recorded, as well as maintaining and improving 
the facilities for mechanism entry and viewing. 
While research-based repositories have traditionally 
focused on identifying key authors and seminal 
publications, we consider that a wide range of 
relationships are best employed to enable users to 
explore topics, systems, mechanisms, projects, etc., 
within a given field. Our development work and trials 
have shown that these relationships can be informed 
well by the use of the ontologies that underpin the 
RKB, giving a better overall view of the field and its 
activities and significant benefits to the users compared 
to other systems. 
6. Challenges to the DSN community 
The future – the Semantic Web, Web 2.0 and their 
successor technologies – will bring a large number of 
knowledge bases providing integrated views of 
distributed resources. Such IKBs are likely to be of 
increasing size, importance, and indeed criticality. Two 
current examples are the NSF’s Dark Web anti-
terrorism project[15] and Clalit’s five-million Patient 
Health Information Network[16]. It is clear that such 
systems raise important dependability and security 
challenges, so that the IKB and the dependability and 
security communities have much to learn from each 
other. Of course, many of the resilience problems of 
large IKBs are similar to those in various other fields, 
most notably VLDBs. However we have come to the 
realisation that there are some important challenges 
and opportunities that are specific to IKBs. 
One might expect that the quality of the results that 
could be obtained from an IKB would be very directly 
related to that of the data in the various local resources, 
but in fact, as discussed in Section 3.4, the integration 
results in a sort of “network effect” which can amplify 
these faults considerably. This is not necessarily 
entirely negative – it might well be possible to develop 
error detection mechanisms that take advantage of this 
magnification. In fact the whole subject of detecting 
and recovering, at IKB level, from errors in local data 
sources is well worthy of study. Indeed the approach to 
co-referencing discussed in Section 3.4 can be seen as 
a means of countering certain types of data error. (A 
somewhat different problem is that of identifying and 
repairing heuristics that are causing false inferences.) 
There are significant challenges regarding metadata 
quality, and the adequacy of the taxonomies that are 
employed. It may well be that what might be described 
as the Semantic Web approach of relying on pre-
defined metadata works adequately only for 
comparatively narrow and well-disciplined sets of 
subject areas – see Doctorow’s essay on 
“metacrap”[17] – and that in other areas the so-called 
“wisdom of crowds” might enable reliance to be placed 
on “folksonomies” (i.e. collaborative tagging or social 
classification, such as is used in Flickr and del.ici.ous). 
A more general issue is that many of the problems 
of IKBs are more socio-technical than technical. It is 
one thing to try to ensure that the results provided are 
of adequate quality, another to convince users to trust 
these results. The evaluation of the first prototype RKB 
demonstrated this, and motivated the decision to 
develop and deploy a “Why?” mechanism. 
Finally, let us mention security and privacy issues. 
The RKB is an open system, with knowledge from 
open sources, so at first sight such issues would not 
appear to be present. However, bringing together open 
information, through automatic identification of 
perhaps unsuspected relationships, can be revelatory – 
perhaps even embarrassing. But many IKBs will 
contain data with various levels of confidentiality. In 
security circles it is common for a collection of related 
items to be classified more highly than any of the 
individual items – an IKB could reveal some perhaps 
unsuspected relationships and so bring together a 
collection of information of an unexpectedly security-
critical nature. These are just some of the security and 
privacy challenges that are beginning to be recognised 
and which merit the attention of researchers. 
7. Concluding Remarks 
The development of the RKB has been a fascinating 
learning experience, as dependability and security 
researchers gained understanding of the possibilities of 
the Semantic Web, and knowledge base researchers 
started to gain understanding of the needs and 
problems of the dependability and security research 
fields. 
One of our original concerns was the barrier 
provided by terminological differences to 
understanding, let alone cooperation, between the 
various research communities. In fact the greater 
problem turned out to be the lack in many cases of any 
metadata identifying the conceptual interests of 
publications, persons or projects, not the terminology 
used for such concepts. This we have attempted to 
address via the work described in Section 3.3. 
What also became belatedly clear was the 
significance, especially to a community such as ours, 
of the trustworthiness of the RKB – not just issues of 
availability, etc., but rather those of the quality and 
believability of the answers it provided. Hence the 
efforts we put into finding an adequate solution to the 
co-referencing problem, and into providing the 
“Why?” button. 
The RKB is already a useful general resource 
which, through integrating a much wider variety of 
types of information, not just publication data, goes 
significantly further than any of the other related IKB 
projects that we are aware of such as Microsoft’s Libra 
Academic Search[18] or the ACM Portal[19]. 
However, we would like to see it exercised by many 
more members of our communities, and populated with 
additional information from numerous additional 
institutions. 
In the future, we would like to extend the Res-Ex 
ontology to define relationships between the metadata 
metrics with the intention of promoting comparison 
between mechanisms. At this stage, it is hard to 
anticipate the metrics that may need to be included in 
this ontology. Thus, we are taking a bottom-up 
approach and allowing the users to define the metrics 
that they require as they need them. Once a reasonable 
number of metrics have been entered into the interface, 
we can investigate the relationships between them and 
develop ontologies to represent such relationships. 
The Res-Ex vision that the RKB supports is a more 
distant goal, but we are now confident that Res-Ex and 
the RKB, or some similar endeavour, could in the 
future help to ensure a more adequate return from the 
many resilience-related research and development 
efforts that are currently being pursued world-wide 
with relatively little mutual knowledge and 
understanding. 
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